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TRACK HARDWARE

Report and alert on hundreds of hardware attributes • • •
Monitor device leasing reports • • •
Track new device activations and connection history • • •
Leverage pre-built and custom reports • • •

MONITOR SOFTWARE

Assess installed software by device or population • • •
Report and alert on software configuration changes or policy 
non-compliance • • •
Leverage pre-built or create custom catalogs to identify software 
and suites • • •

ASSESS SECURITY POSTURE

Encryption status reporting • • •
Anti-malware status reporting • • •

MEASURE DEVICE USAGE

Assess device usage by analyzing login/unlock and device 
interaction events • • •
Report on average daily usage by device • • •
Measure device utilization by classroom or school with Student 
Technology Analytics • • •

MONITOR DEVICE LOCATION

Track device location with 365 days of history • • •
Define geofences to detect unauthorized device movement • •

REMOTELY FREEZE DEVICES

Freeze a device with custom message – scheduled or on 
demand • •
Set an offline timer to automatically freeze devices • •

DELETE DATA FROM DEVICES

Selectively delete files • •
Perform an end-of-life device wipe with compliance certificate • •

QUERY & REMEDIATE DEVICES IMMEDIATELY AT SCALE

Run 50+ prebuilt workflows from Reach Library •
Run Custom Powershell or BASH scripts on devices •

IDENTIFY SENSITIVE FILES ON DEVICES

Discover PII, PHI, PFI, SSN, GDPR data and Intellectual Property 
on/off network •
Perform data risk assessment with estimated cost exposure •
Identify devices with sensitive files syncing with cloud storage 
(Dropbox, iCloud, Box, OneDrive) •
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PERSIST & SELF-HEAL CRITICAL APPS

Cisco® AnyConnect VPN Report only Report only •
Dell® Advanced Threat Prevention Report only Report only •
Dell® Data Encryption Report only Report only •
Dell® Data Guardian Report only Report only •
ESET® Endpoint Anti-Virus Report only Report only •
F5® BIG-IP Edge Client Report only Report only •
Ivanti® Endpoint Manager Report only Report only •
McAfee® EPO Report only Report only •
Microsoft® BitLocker Report only Report only •
Microsoft® SCCM Report only Report only •
Pulse Secure™ Report only Report only •
WinMagic SecureDoc Encryption Report only Report only •
Ziften Zenith Report only Report only •
Other applications Add-on Add-on Add-on

INVESTIGATE AND RECOVER STOLEN DEVICES

Generate a tailored Risk Analysis Report for suspicious devices •

Service Guarantee for unrecovered devices1

North American, UK and 
Australian Education 

Customers only

ABSOLUTE PLATFORM FEATURES 

Cloud-based console • • •
Predefined & customized alerts • • •
SIEM integration • • •
Role-based access control • • •
Single sign-on • • •
2-factor authentication • • •
QuickStart onboarding • • •
ServiceNow Integration Tech Preview Available Tech Preview Available Tech Preview Available

1 Terms and Conditions apply. See FAQ for more details.
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https://www.absolute.com/en/resources/datasheets/quickstart-services
https://www.absolute.com/en/resources/faq/service-guarantee

